
 

Report of the: Director of Policy and 
Resources  

Agenda 
Item No: 10 

  Meeting: 24 June 2014 
 

NORTH LINCOLNSHIRE COUNCIL 

 AUDIT COMMITTEE  

RISK MANAGEMENT PROGRESS REPORT 

 
 
1. OBJECT AND KEY POINTS IN THIS REPORT 
 

1.1 To inform Members of key issues arising from risk management work. 
 

1.2 Regular reporting on risk management issues is an important source of 
assurance for Members to fulfil their role and provides supporting 
evidence for the annual approval of the Governance Statement. 

 
 
 
2. BACKGROUND INFORMATION 
 

2.1   The revised Strategic Risk Register was reported to Members in 
January. An evaluation of controls to manage the risks is underway. The 
outcome of this work will be reported in the Risk Management Progress 
report in September. 

 
2.2   An important aspect of the risk management action plan is to continue to 

raise awareness across the council. This is achieved through 
comprehensive training programmes and communication networks. In 
addition to information available on the web page and Intralinc the 16th 
edition of the Risk Roundup newsletter was also issued in April 
(appendix A).   

 
2.3   In March it was reported to Members that a council-wide review of 

operational risk registers could not be completed until all risk registers 
were available. Whilst efforts have been made to obtain the registers not 
all registers have been made available. Work however is in progress to 
develop the Public Health Operational Risk Register. 

 
2.4   As part of a schedule of reviews of key risks and major projects, 

contained within the risk management action plan, a presentation on 
how risks are managed in Children’s Social Care was delivered to the 
Risk Management Group. The presentation highlighted that risks are 
effectively managed and there are a number of controls in place 



 

particularly in the areas of risk analysis, risk assessment and risk 
management. 

 
2.5   Work currently ongoing includes the following: 
 

•  Develop and implement a risk appetite model for the council 
•  Produce a Risk Management Guidance leaflet 
•  Embed risk management in schools. 

 
 

3. OPTIONS FOR CONSIDERATION 
 

3.1 The Committee should consider whether this update provides sufficient 
assurance on the adequacy of risk management arrangements. The 
Committee is invited to ask questions about the contents of the report 
and seek clarification as necessary.   

  
 

4. ANALYSIS OF OPTIONS 
 

4.1 The progress report is designed to provide this Committee with the 
assurance required to fulfil its role effectively.  

 
 
5. RESOURCE IMPLICATIONS (FINANCIAL, STAFFING, PROPERTY, IT) 

 
5.1 Regular reviews of risk management arrangements should safeguard 

the council’s assets and ensure that value for money is achieved in the 
use of resources.  

 
 
6. OUTCOMES OF INTEGRATED IMPACT ASSESSMENT (IF APPLICABLE) 

 
6.1  An Integrated Impact Assessment is not required. 

 
 

7. OUTCOMES OF CONSULTATION AND CONFLICTS OF INTERESTS 
DECLARED 

 
 

7.1 The Risk Management Group is made up of representatives from all 
services and therefore risk management outcomes are the result of a 
comprehensive consultation process.  

 
7.2  There are no conflicts of interests to declare. 

 
 
 
 
 



 

8. RECOMMENDATION 
 

8.1 That the Audit Committee considers the assurance provided by the 
Risk Management progress report on the adequacy of risk 
management arrangements.  

 
 

DIRECTOR OF POLICY AND RESOURCES 
 
Civic Centre 
Ashby Road 
SCUNTHORPE 
North Lincolnshire 
DN16 1AB 
 
Author: Carol Andrews/Caroline Wilson 
Date: 15 May 2014  
 
Background Papers used in the preparation of this report: None 
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A digest of risk management issues

Top Business Risks 2014

Fraud Risks In 2014 fraud 
risks are likely to be the main
contender for exposing many
businesses to significant risk 
as the closure of the
government’s National Fraud
Authority (NFA) could be seen
by fraudsters as a huge victory
for the bad guys. The NFA was
set up to consolidate and focus
upon the handling and
approach of combating fraud
and also to direct the strategic
elements of the attack on the
fraudster. The NFA objectives
were previously diluted from
eight to three, with more
‘strategic issues’ removed. 
Now its remaining operational
functions have been atomized
into several government silos.

On the commercial side,
payment markets will continue
to evolve very quickly. New
payment systems and software
solutions are appearing daily.
Many of these do not put in
place effective authentication,
security, standards or best
practice systems. Often, this is
because these have yet to be
created in a market that is
changing so rapidly. New

mobile payment and wallet
solutions are being developed
with the backing of ‘big’
funding and strong marketing
campaigns. Only a few of these
will win through though. Many
will fail, either commercially or
because of serious fraud attacks
that exploit the lack of
authentication.

Identity Validation

Who am I dealing with? 
This will become an increasingly
important risk related question
in 2014 for consumers and
businesses alike. Anti-money
laundering legislation requires
that businesses properly identify
who they are doing business
with, know what customers do,
regularly check, watch and look
out for unusual transactions
that may be illegal, and report
anything suspect.

There are however several
weaknesses in this area. For
example, some small operators
of ‘new’ payment solutions
think that they are excluded
from these requirements. There
are also some insurance
company policy sellers, who are

playing catch up and often who
do not check identities. Then
there is the public who are
increasingly becoming payment
providers as they buy and sell
more on-line. Whereas one
used to know who one was
dealing with for financial
transactions it can now
potentially be almost anyone 
in the world.

As a consequence, identity,
identity validation and data
certainly will move up the risk
hierarchy and as a result so 
will the level of importance
placed on these areas by
businesses in 2014. These risks
will be amplified greatly or
those organisations that do not
understand the issues or
address them properly.

Big-data Losses

With such problems increasingly
arising where our personal data
is held and managed by more
and more people, often across
the web, a new generation of
customers are open about their
data and therein are disclosing
almost everything about their
finances. They are keen to

“One of the
major areas
of attack
expected 
is a fresh
onslaught 
of new
viruses”

Business risk consultancy Riskskill has highlighted what it sees as the main areas of increasing
risk for UK organisations in 2014:

Continued on page 2
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become users of the new mobile breed of
financial products, which will present greater
opportunities for identity theft and data
compromises. With numerous high profile data
breaches losing millions of customer data
records in 2013, one can see that more of these
types of losses will be incurred over the coming
year. 

Protection for Multiple Channels

The proliferation of new wallets, payment
instruments, mobile devices and payment
applications being developed means that, for
businesses to keep up, they need to evolve 
new protections, controls and security that are
consistent across multiple channels
simultaneously – what one might call ‘unified
protection’. As ever, the security and controls
side of things will often lag behind; so
businesses must ensure that these developments
are carried out fully and that they are free from
short-cuts as these will lead to problems later.

One of the major areas of attack expected is a
fresh onslaught of new viruses. With such new
threats as Cryptolocker, and other such plagues
landing on businesses of all sizes, there is a risk
that this kind of attack could reach epidemic
levels in 2014. Even the smallest firms must
ensure that they update the virus and anti-
malware software regularly, maintain strong
back-up regimes and avoid clicking on suspicious

links. If these dangers move closer to mobile
payments, it could threaten the momentum of
the mobile sector evolution especially where
authentication is less effective than it could be. 

Silo Mentality Causing Corporate
Ineffectiveness in Combating Risk

Borne out of the desire to conduct business
correctly, increasingly complicated silo structures
have grown up in the corporate world, with
many differing and sometimes potentially
conflicting interests. Often large businesses, in
particular, introduce several highly ineffective
theoretical layers of risk management protection
that often keep the business too busy and slow
to do the real work required to tackle the
challenges that organisations face. 

Instead businesses should be fighting to define
clear risk management direction, together with
business goals that incorporate risk thinking and
risk/loss targets. Collaboration is the key here. It
facilitates speed of decision-making, clear and
assertive action-taking and an understanding of
the business drivers.  It also enables the ability to
act, invest and change businesses as required
which are key to controlling risks.

Top Business Risks 2014  continued from page 1

A scheme to provide heat and power to homes
in Wick has landed The Highland Council with a
final bill of £11.5 million.

Caithness Heat & Power was set up as an 
arm’s length company by the council in 2004
but ran into major problems and had to be
taken back into council ownership four years
later. A highly critical report for the Accounts
Commission in June 2010 revealed fundamental
failings in the way the project was structured
and managed. A second report in February 2011
identified serious weaknesses in governance and
accountability.  At the time, the council
estimated that the total cost of its involvement
in the project would be £15.4 million. 

In its findings recently released by the
Commission says all councils can learn from the
project. It is essential that any arm’s length

external organisation has robust governance and
accountability arrangements from the outset
with clear lines of responsibility for councillors.

The project originally started off in 2002
as a community venture to provide
wood-fired heat and water to homes in
Wick. However it hit early problems.
Risks were not identified, warnings went
unheeded and checks or controls on
spending were inadequate.

The council has now reviewed its
approach to arm’s length organisations.

All councils can learn from Highland
power project failure
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“Under the
FOI Act, a
public
authority
must respond
to an FOI
request
within 
20 working
days”

“Covert video
surveillance
evidence was
obtained
which
demonstrated
the Claimant's
true capacity”

ICO fines council £80k in
latest loss of
unencrypted memory
stick

North East Lincolnshire
Council has been hit with 
a fine of £80k by the
Information Commissioner
after an unencrypted
memory stick with sensitive
data was lost. The memory
stick, containing information
on 286 children with special
educational needs, has been
missing since 1 July 2011.

The device had been left in a
laptop at the council offices
by a SEN teacher.  When the
teacher returned, the

memory stick was gone. 
It has not been recovered.

The information on the
memory stick included the
children’s mental and physical
health problems, teaching
requirements, dates of birth
and in some cases home
addresses and information
about their home life. 

Cabinet Office
monitored over FOI
response times

ICO has announced that the
Cabinet office and two other
public authorities are being
monitored over the timeliness
of their response to freedom
of information (FOI) requests. 

Under the FOI Act, a public
authority must respond to 
an FOI request within 20
working days. The ICO is
monitoring the Cabinet
Office, the Crown
Prosecution Service and
Hackney Council for a three
month period after a
significant number of
complaints were made to 
the ICO about the timeliness
of the authorities’ responses. 

North Lincolnshire Council has
developed a FOI Policy which
sets out the council’s
arrangements for handling and
responding to FOI requests
within statutory time scales.

Information Governance

In recent years the Court has
wrestled with applications
from defendants to seek a
strike out and other
appropriate sanctions on
cases where there has been
evidence of gross
exaggeration. Recent cases
suggest that the Court may
be more willing to apply
those sanctions than
previously.

Barbara Fari brought a
compensation claim against
Homes for Haringey valued
at £750,000. She claimed
that she had suffered injury
as a result of their
negligence leaving her
needing intensive care and
assistance from her husband.
The Claimant's husband
supported her claim in his
witness statement.

Crucially the claim was
supported by three
Schedules of Loss over a
period of time in addition to
witness statements from

both the Claimant and her
husband, all endorsed with
Statements of Truth.
Furthermore the Claimant
obtained reports from
several medical experts each
reiterating the Claimant's
insistence that she continued
to suffer problems with her
mobility after the accident
hence the claim for care and
assistance which would be
needed for the rest of her
life.

Covert video surveillance
evidence was obtained which
demonstrated the Claimant's
true capacity. The Claimant
was shown walking freely
without any physical
assistance and in the light of
this evidence, the medical
experts prepared a revised
report confirming their belief
that the Claimant had
significantly exaggerated her
symptoms.

An earlier Supreme Court
decision of Summers v

Fairclough Homes ruled that
the Court did have power
under its inherent jurisdiction
to strike out a case where
there was an abuse of
process caused by fraudulent
exaggeration. However the
Court ruled that the power
was only to be exercised
when it was just and
proportionate to do so and
the Court on that case
decided that the power was
not exercisable on those
facts.

A little over 3 months after
the Summers decision, at
first instance, the District
Judge heard the evidence
surrounding Barbara Fari's
claim for £750,000 damages
and found that the Claimant
had significantly exaggerated
her symptoms and endorsed
a view that the sums claimed
were "outrageous". The
Judge found that the
Claimant had dishonestly
and deliberately given the

Homes For Haringey v Fari & Fari 
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The insurers Zurich Municipal publish important insurance articles for councils to consider
important risk management messages.  A sample of these claims reports are detailed on the
next few pages.

COURT CIRCULAR

medical experts a false
impression that her
condition was worse than it
actually was. He assessed
her claim as truly being
worth approximately
£1,500. 

Due to the serious and
deliberate attempt by the
Claimant to claim that she
was significantly more
disabled than she actually
was, the Judge decided 
that it was just and
proportionate to exercise
the power referred to in the
Summers case above and
struck out her claim in its
entirety. 

In addition to seeking a
strike out of the claim,
following this adjudication,

an application was made
for the committal of both
the Claimant and her
husband for contempt of
Court given that her claim,
and his support for her
claim, was so exaggerated
as to be considered an
abuse of process. Barbara
Fari was sentenced to 3
months in prison and her
husband was sentenced to

2 months imprisonment
suspended for 12 months.

Although the council has
not experienced any
fraudulent claims as yet, we
have recently successfully
defended a number of
insurance claims in court.
These show the importance
of a robust document
retention policy within the
council.

Homes For Haringey v Fari & Fari  continued from page 3

This is a landmark case building on the Supreme
Court’s case judgement in Summers v Fairclough
Homes that it would be legitimate to reject an entire
insurance case if elements were found to be
fraudulent. It serves as a clear and decisive example
to anyone considering exaggerating their insurance
claim.  Not only do they run the risk of losing
compensation, more over the real risk of prison is a
stark reality. 
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The council’s Stra
tegic Risk Registe

r has

been reviewed and updated a
nd was

approved by the 
Audit Committee 23

January. Strategic
 risks are defined

 as

‘those risks, which will significantly im
pair

the achievement of the council
’s principal

aims and objectives, 
core service deliv

ery

and overall probit
y’.    

While every effort has been made to ensure the accuracy of these reports, this publication is intended as a
general overview and is not intended, and should not be used, as a substitute for taking legal advice in any
specific situation. Neither Zurich Municipal, nor any member of the Zurich group of companies, will accept
any responsibility for any actions taken or not taken on the basis of this publication.

The council gratefully acknowledges the contribution made by its insurers, Zurich Municipal, in
providing articles for this publication.

Any employee intending to take action arising out of these articles should, if in any doubt, contact the council’s legal
section for advice before doing so.

NOTICEBOARD

Risk management and
performance is 
integrated wherever 
possible. Work is on-  
going with the Business
Performance 
Improvement team 
to ensure risk 
management is fully
integrated within the
Performance Scorecard.

7

As a result of the Ministry ofJustice reforms imposed on us inJuly 2013 the Insurance Teamhave been monitoringDepartment response times torequest for insurance reports andinformation requested by theInsurers to defend claims.Although initial indications aregood, a number of instances ofdelay have been found. Delayscan result in the insurance claimno longer qualifying for thelower fixed solicitor costs and theaddition of penalty costs fornone disclosure of informationwithin strict deadlines. Thosewith claims exceptions have beennotified.

The Audit Plan for
2014/15 is being
prepared. Strategic
and key operational
risk controls are
considered as part
of this process.

A review of partnership risk
s

highlighted that ris
k

registers were incomplete in

some areas. Please ensu
re

risk registers are m
aintained

in accordance with the

Governance Toolkit


